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KepdAawo 5: AoddAeia Kat totdtnta otnv eUnoptky vautihia — O kwdikag acharolg Siaxeipiong (ISM)
5.5 0 kwbdikag acpaloug diaxeiptong (ISM Code)

5.5.2 lotoptkn avadpoun

5.5.3 Oplopol kat okomol tou KAA

5.5.5 AELTOUPYLKEC ATALTACELG TOU ZAA

5.5.6 H avaAuon twv dlatdéewy tou ZAA (ektdg mapaypadwy 13, 14, 15, 16)

Kedalato 6: O¢para acdaleiag kat npootaciag — O SteBvig Kwdkag yia tTnv acddaleia Twv MAoiwv Kot
TWV ALHEVIKWV eyKaTaoTdoswv (ISPS)

6.1 eVIKEG TTOPATNPAOELS

6.2 OL oTO)X0L ToU KWSLKa ISPS

6.7 TPOUOKPOTIKEG EMLOECELG — MENETEC TIEPLITTWOEWY

6.8 MelpaTIKES EMIBECELG — MEANETEC TIEPLTTWOEWV

Kedalato 8: Oépata Saxelpicewg épparog — H 81e6viig cOpBacn BWM

8.1 M'eVIKEG TapATNPHOELG

8.2 H 61eBvng oupPacn BWM

TOMEAZ NAHPO®OPIKHZ

El8IKOTNTEG:
1. TEXNIKOZ EQOAPMOIQN NAHPO®OPIKHZ

2. TEXNIKOZ H/Y KAI AIKTYQN H/Y

E€stalopsva pabruota:
1. NPONPAMMATIZMOZ YNOAOIIZTQN
2. AIKTYA YOOAOTIZTQN

NMPOTPAMMATIZMOZ YNOAOTIZTQN

BIBAIO: «NPOTPAMMATIZMOZ YMNOAOTIZTQN», Topéa MAnpodopikng tng I ta&ng Huepnoiwv EMA.A.
(ZYTTPADEIZ: Apamoylou A., Bpayvou E., Kavidn E., Aékka A., Makpuytavvn ., Mrieheowwtn B., Namaddkn
I, T¢iua A.) 2" ékdoon, ISBN: 978-960-06-5653-4.

AIAAKTEA-EZETAZTEA YAH

KEDAAAIO 3. Baolkd oToLyeiot yYA\wooog poypapiotiopou.
3.1 MetapAntég kat tumoL SeSopévwy.
3.1.1 Tomot 6ebopévwy.

3.2 AplBUNTIKEG KOl AOYLKEG TIPAEELG KO EKPPATELS.
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3.3 BaOWKEG (EVOWHATWUEVEC) CUVAPTHOELG.

3.4 Aopr TPOyPAUUOTOG KOL KOAEG TUPOAKTLKEC.

3.5 Tumot kol Sopég SeSoUEVWY OTLG YAWOOES TIPOYPAUUATIOHOU.
KEDAAAIO 4. AAyopLOpkég Sopég

4.1  AMlyoplBuIKEG SOUEC - POEC EKTENEGNG TIPOYPAUATOG.

4.1.1 Aopn akoloubBiac.

4.1.2 Aopn emhoyng if (AN).

4.1.3 Aopn enavaAnng (for kat while).

4.2  IUuVOpPTHOELG.

4.2.1 Anuoupywvtag SIKEG HaG CUVOPTHOELG.

4.2.2 TopAPETPOL CUVAPTHCEWV.

KEDANAAIO 5. KAaowoi AAyopiBpuor i

5.1 Avadwn avalitnon.

5.2  Tafwounon EuBeiag avtaliayng.

5.4  Apaotnplotnteg — ANUTEC.

5.5 Epwtnoelg — AOKNOELG.

(Amé tig mapaypddoug 5.4 kat 5.5, povo 6ca avadépovral oTig napaypadoug 5.1 kat 5.2).
KEDAAAIO 6. Atayxeipion Apxeiwv

6.1 Ewaywyn - dnuovpyia, avolypa, KAelolo apxeiwy.

6.2 Avayvwon kot eyypacdn os apyelo.

6.4 Epwtnoelg - AOKNOELG.

(Amo TV mapaypado 6.4, povo 6oa avadépovtal oTig mapaypadouc 6.1 kat 6.2).
KEDAAAIO 7. Mponyuéva oToLyeiot YAwoo oG TPOYPOLULATLO oY
7.1  YmompoypAappoTa KoL TpomoL KARong Toug.

7.1.1 Ymompoypdppata.

7.1.2 Juvoptioelg otnv Python.

7.2 MetaBAnTEG Kal mMapAUETPOL.

7.2.1 NapAUETPOL CUVOPTHCEWV.

7.2.2 EpPélelo Twv HETOPANTWY.

7.3 ApBpwuata (Modules).

7.3.1 Eloaywyn.

7.3.2 ZUvtopn meplypadn tg Npdtunng BLBALoBnkng (Standard Library).
7.3.3 NMaketa (Packages).

7.4  ApaotnplotnTE.

7.5 Epwtnoelg.

KEMDAAAIO 8. Aopég Asdopévwy I

8.1 JupPolooelpEg (strings).

8.2 Aiotec.

8.3 Itoipa.

8.4 Oupa.
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8.8  Apaotnplotnteg.

8.9 EpwtnosLc.

(Ao Tic mapaypddoug 8.8 kat 8.9, povo doa avadépovral otig mapaypddoug 8.1, 8.2, 8.3 kal 8.4).

KEDANAAIO 11. Avtikelpevootpedrig Mpoypappatiopnog.

11.1 Avtikeipeva kat KAAOEL.

11.2 Stypotumna (QUTOUOTN 0PXLKOTIOINGN AVTIKELUEVWV).

11.3 I60tnteg kot MEBobol (oL mapaypadot 11.3.1, 11.3.2 kot 11.3.3 eival ektdg dibaktéag - e€eTaotéag
OANG)

11.5 Apaotnpldtnreg.

11.6 EpwtnoeLg.

(Amo g mapaypddoug 11.5 kat 11.6, pévo éoa avadépovtal otig mapaypadoug 11.1, 11.2, kot 11.3).

AIKTYA YNOAOTIZTQN

BIBAIO: «AIKTYA YNOAOFIZTQN», Topéa MAnpodopkic, I’ ENA.A., SHMEIQSEIS MAOHTH (SYITPADEIZ: M.
KwvotavtomnouAou, N. Zedptepdkn, M. Nanadea, . Xpucootopou) ISBN: 978-960- 06-5138-6.

AIAAKTEA YAH

KEDAAAIO 1. BAZIKEZ ENNOIEZ APXITEKTONIKHZ KAI AIAXYNAEZHZ AIKTYQN

1.2.2 To povtélo Siktuwong TCP/IP.

1.3 EvOuAakwon.

KEDAAAIO 2. TOMIKA AIKTYA - ENINEAO NPOZBAZHZ AIKTYOY (TCP/IP)

2.1 Duowo eminedo - Eninedo 20vdeong ((evéng) AeSopévwy (Lovtélo OSI)

2.2 HmpooPaocn oto Héco

2.2.1'EAeyxog Noyikng Zuvdeong (LLC - IEEE 802.2)

2.4 Aiktua ETHERNET (10/100/1000Mbps)

2.4.2 AleuBlvoelg EAéyxou mpdoPaocng oto Méco (MAC) - Aopr mAatciou Ethernet - MAaiowa Ethernet
peyahou peyeboug (Jumbo frames) (oelibeg 47- 48, uéxpL TNV apxn tg napaypddou Nontd tomikda Aiktua
(Virtual LAN - VLAN)).

2.5 AcUppata Alktua

KEMDAAAIO 3. EMIMNEAO AIKTYOY-AIAAIKTYQZH

3.1 AleuBuvolodotnon Internet Protocol ékdoon 4 (IPv4).

3.1.1 AleuBuvoelg IPv4.

3.1.2 KAdoelg (tagelg) diktuwv — SleuBuvoswv.

3.1.3 ZnatdAn Steubuvoewv IP.

3.1.4 Mdoka Siktuou.

3.1.5 Eld1kég SleuBuvoelg.

3.1.6 Ynodktowaon.

3.1.7 Ata&ikny §popoAoynon (CIDR), umepSkTUwon Kat LACKEG LETOPBANTOU UAKOUG.
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3.2 To autoduvaypo makéto IP (datagram) — Aopr MOKETOU.

3.3 MpwtokoAAa avelpeong kot anodoong SteuBuvoswy, Address Resolution Protocol (ARP) kat Dynamic
Host Configuration Protocol (DHCP).

3.3.2 To mpwtokoAo Suvapikng Steubétnong umoloyiotr) DHCP.

3.4 AleuBuvoeLg IP kol Ovopatohoyia.

3.6 Apopoloynon.

3.6.1 Apeon/Eppeon.

Epwtroelg-Acknoslg kedpahaiou (LOVo 60eG avadEpovTal OTIC WS Avw apaypddoug Tou kedpalaiou 3)
KEMAAAIO 4. ENINEAO METADOPAZ

4.1 NpwtdkoA\a TPpocaVATOALGHEVA 0T cUVEEah —xwplg cuvdean

4.1.1 NpwtokoAAo TCP - Aopr) TtaKETOU

4.1.2 NpwtokoAAo UDP - Aopn TaKETOU

KEMAAAIO 5. ENEKTEINONTAZ TO AIKTYO - AIKTYA EYPEIAZ MEPIOXHZ
5. Eloaywyn ota Aiktua Eupeiag meploxng

5.1 Eykateotnpévo TnAedwvikd Aiktuo

5.1.4 Texvohoyiec Wnookng Tuvdpountikng Mpapung (xDSL)

KE®AAAIO 6. ENINEAO EQDAPMOTIHZ

6.1 Z0otnua Ovopatoloyiog DNS.

6.1.1 Xwpog ovopdtwv tou DNS.

6.1.2 Opyavwaon DNS.

6.2 Yninpeoieg Aladiktiou.

6.2.1 Yninpeoia nAektpovikol tayudpoueiov E-mail (POP3 - IMAP/SMTP).
6.2.2 Yrinpeotia petadopag apxeiwv (FTP, TFTP).

6.2.3 Yninpeola maykoouLou otot WWW .

6.2.4 Ynnpeolio amopakpuopévng Staxeipiong (TELNET).

6.2.5 Ynnpeoia tnAedpwviag péow Atadiktvou (VolP/SIP).

6.2.6 ANAEG ebOpUOYEG KAL XPIOELG.

Epwtnoelg-Acknoslg kedpahaiou

KEMAAAIO 7. AIAXEIPIZH AIKTYOY

7.2 Neploxéc/Topeic Siaxeiplong Swktvou oto povtého OSI

7.2.1 Mapapetpomnoinon

7.2.2 Awaxeipion Spalpdtwy

7.2.3 Awayxeiplon Emddoewy

7.2.4 Aayeiplon Kootoug

7.2.5 Awayeipion Aodalelag

EpwTtroelg-Acknoeilg kedahaiou (LOVo 60eg avadEpovTal OTIC WG AVw Ttapaypddoug Tou

kebahaiouv 7)
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KEDAANAIO 8. AZDAAEIA AIKTYQN

8.1 Baolkég Evvoleg Aodalelag Sedopévwv

8.2 EUTLOTEUTLKOTNTA - OKEPALOTNTA - SLaBeaIUdTNTA - AUOEVTIKOTNTA — EYKUPOTNTA
8.2.1EAeyxog akepatdTNTAC - CUVAPTHOELS KATOKEPUATIOMOU - gUvon UNVUATOG
8.2.2 JUMUETPLKA KpuTttoypddnon

8.2.3 Kpumtoypadpnon Anuoctou / 16iwtikol KAeSLoU

8.2.4 Wndrakég umoypadEg — MLOTOTOLNTIKA

8.3 AbSuvapiec — kivéuvol

8.3.1 Napapicon achdietag

8.4 M£BodboL kat TeXVIKEG tpooTaaiag

8.4.1 Avtiypada achaleiag

8.4.2 Teixog mpoaotaciag (Firewall)

8.4.3 JUoTnUA EVIOTLOMOU el0BoAéwv IDS

8.4.4 Yuotnua Alaxeiplong Aodaietag NMAnpodoplwyv

Epwtrioetlg-Acknoelg kedbahailou

NAPATHPHZzH

Na 818axBoUv mepANTTIKA KAl OL TTAPAKATW EVOTNTEC (eKTOC e€eTaoTEéag UANG OVEAAQSIKWY EEETACEWVY) YL
TV MANPECTEPN Kal KaAUTEPN Katovonon tTng UANG tou padbrpartog:

1.1 Oplopog Siktvou

1.2 Entineda povtédou avadopdg OSI (1SO), emineda povrehou TCP/IP (DARPA) K n avtiotoLyia toug
1.2.1 To povtého avadopdg yia t Atacuvdeon AvolkTwy Zuotnudtwy (OSI)

2.5.1 TormoAoyia AcUppatou Siktvou Ad-Hoc.

2.5.2 TormoAoyia AcUppatou Siktuou urtodoung (Infrastructure)

3.6.2 Nivakag §pouoloynong

4.3 suvbéoelg TCP - Evapén/teppatiopnog cuvdeong

5.1.4.1 JuoKeU£g teppatiopou Siktbou DSL Modem/DSLAM

5.1.4.2 TomoAoyia - E€omAlopog

EZETAZTEA YAH

KEMAAAIO 1. BAZIKEZ ENNOIEZ APXITEKTONIKHZ KAI AIAZYNAEZHZ AIKTYQN
1.2.2 To povtélo Siktvwaong TCP/IP.

1.3 EvBuAdkwon .

KEMDAAAIO 2. TONIKA AIKTYA - ENINEAO NPOZBAZHS AIKTYOY (TCP/IP)

2.1 Quowo eninedo - Eninedo Z0vdeong (Levéng) Asdopévwy (Lovtélo OSI).
2.2 HmpooBaon oto péco.

2.2.1'EAeyxog Aoyikng Zuvdeong (LLC - IEEE 802.2).

2.4 Aiktua ETHERNET (10/100/1000Mbps).
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2.4.2 AieuBlvoelg EAéyxou mpooBaocng oto Méco (MAC) - Aour mAatoiou Ethernet - MAaiowa Ethernet
peyalou peyéBoug (Jumbo frames) [oehibeg 47-48, péxpL TNV apxn tg mapaypddou Nontd tomkd Aiktua
(Virtual LAN - VLAN)].

2.5 AcUppata Aiktua.

KEMAAAIO 3. EMIMNEAO AIKTYOY-AIAAIKTYQZH

3.1 AteuBuvoloddétnon Internet Protocol €k6oon 4 (IPv4).

3.1.1 AteuBUvoelg IPV4.

3.1.2 KAaoelg (tagelg) Siktuwv — SleuBuvoewv.

3.1.3 InatdAn Steubuvoewv IP.

3.1.4 Mdoka Siktuou.

3.1.5 El8kég SleuBuvoelg.

3.1.6 YnoSwtvwon.

3.1.7 Ata&ikn SpopoAoynon (CIDR), umepSiktuwon Kot LAOKEG LETOBANTOU UAKOUG.

3.2 To autobduvapo nakéto IP (datagram) — Aopr makEtou.

3.3 MpwtokoAa avelpeong kat anodoong SteuBuvoewv, Address Resolution Protocol (ARP) kat Dynamic
Host Configuration Protocol (DHCP).

3.3.2 To mpwtdkoAo duvaypikng dteuBétnong umoAoytotr) DHCP.

3.4 AleuBivoeLg IP kot Ovopotoloyia.

3.6 Apopoloynon.

3.6.1 Apeon/Eppeon.

KEDAAAIO 4. ENINEAO METADOPAZ

4.1 NpwtdkoA\a pocavatoAlopéva ot ocUvdeoh —xwpic cuvdeon.

4.1.1 NpwtokoAAo TCP - Aour| TaKEToU.

4.1.2 NpwtoKoAAo UDP - Aopn TOKETOU.

KEDAAAIO 5. ENEKTEINONTAZ TO AIKTYO - AIKTYA EYPEIAZ MEPIOXHZ

5. Eloaywyn ota Aiktua Eupelag epLloxng.

5.1 Eykateotnuévo ThAedwvikd Aiktuo.

5.1.4 Texvohoyiec Wnolokng Zuvdpountikng Mpappnc (xDSL).

KEMDAAAIO 6. ENINEAO EQDAPMOIHZ
6.1 20otnpa Ovopatoloyiag DNS.

6.1.1 Xwpog ovopdtwv tou DNS.

6.1.2 Opyavwon DNS.

6.2 Yninpeoieg AlaSikTuou.

6.2.1 Yninpeoia nAektpovikol taxubdpopeiov E-mail (POP3 - IMAP/SMTP).
6.2.2 Ynnpeola petadopdg apyeiwv (FTP, TFTP).

6.2.3 Yinpeoia maykoouou Lotot WWW .



