	Worksheet A — Phishing Emails
Internet Safety Project | Names: __________________ + ________________



	Your task: You will receive 2 printed emails. Read them carefully and find the red flags (warning signs) that show they might be phishing emails.



WHAT IS PHISHING?
Phishing is when criminals send fake emails pretending to be a real company (like a bank, Google, or Amazon) to trick you into giving them your password or personal information.

Part 1 — Red Flag Checklist
For each email, tick the red flags you find. Add extra ones you notice!

	Red flag
	Email 1
	Email 2

	Sender's email address looks strange or misspelled
	
	

	The greeting is generic ('Dear Customer' instead of your name)
	
	

	There is urgent pressure ('Act NOW or your account will be closed!')
	
	

	There are spelling or grammar mistakes
	
	

	There is a suspicious link (hover over it — does the URL match the company?)
	
	

	They are asking for your password or personal details
	
	

	The logo or design looks slightly wrong or low quality
	
	

	There is an unexpected attachment
	
	




	Extra red flags you found:

	

	






Part 2 — Your Verdict
	
	Verdict
	Confidence

	Email 1
	Is it phishing?   YES  /  NO   (circle one)
	How sure are you?   1  2  3  4  5  (circle)

	Email 2
	Is it phishing?   YES  /  NO   (circle one)
	How sure are you?   1  2  3  4  5  (circle)



[bookmark: _GoBack]
Part 3 — Our Safety Tip
Write one tip to help someone avoid phishing emails. This will go on your poster!

	Our tip (in English):

	

	



	In Greek (Greek student writes):

	

	



	In Romanian (Romanian student writes):

	

	



