Worksheet - A

Personal Safety Online

Watch 5'-> think & Discuss 10’-> POSTER 25’
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@Also check this:
O Sextortion: Be careful when flirting in front of a webcam!

O [ strangers start flirting with you on Facebook, WhatsApp, etc.,
©™  or your partner wants to change to Skype?

Has someone asked you MNevertheless, the situation
to perform sexual acts or is very suspicious.

to send a nude picture? @ Still be careful!

Check if you covered up
your webcam This is how you can End the contact
{E.g. with a sticker)! limit the damage: Has someone immediately!
threatened to publish

images of you, if you

®
don't pay money or Ll N N NN N

send more images?

This is probably a
trap!

- ]
- Don't transfer money! Often the blackmail will continue That was a close
Does your partner after the first payment! shave! Remember:
switch on the webcam [ yp2

. . If someone "gets down
immediately and get | o to business” very quickly,

" £l
siraight to the point? In case photos/videos of you appear on the internet: Ask you can be pretty sure

the website operators to take them down. If this is not possible that's a bit fishy.
contact your SIC helpline.

(1) Checkout: 'S0 you got naked oniine?”
Search regularly for your name anline! www.swefl.org.uk
Be cautious
and continue to check your -
privacy settings regularhy. Get help and contact the helpline in your
Contact the police!

More resources at www.betterinternetforkids.eu
The material has been developed by saferinternet.at and rataufdraht.at



https://www.youtube.com/watch?v=818DdfaS7rs
https://www.youtube.com/watch?v=818DdfaS7rs

@ Think - discuss and reply following Questions in your group
¢ Tuikivéuvog avadekvietay; / what risk is emerging ? / Ce risc apare?

e Iowx opdda TANOuGHOV ElvaL TTEPLEGOTEPO EVAAWTY) GE AVTOV TOV kivéuvo; / Which
population group is most vulnerable to this risk? / Care grup populational este cel mai
vulnerabil la acest risc?

@ > POSTER:
Ka&vte évav katdAoyo pe oUUBOVAEG. / sa faci o listd de sfaturi.

Mnyv &exaote va BAAeTe TO Ypappa A kaitov TiTAo «Personal Safety Online» Nu uita si pui
litera A si titlul ,Sigurantd personald online”




