LESSON 9: NETWORK SECURITY DEVICES Reading: Protecting a School Network
A technical vocational school experienced several network security problems. Students reported slow internet connections, unauthorized access to internal files, and malware infections on classroom computers.
The IT administrator decided to analyze the situation. If the network remained unprotected, then sensitive student data could be stolen. In order to prevent this, the administrator installed several network security devices.
First, a firewall was configured to block unauthorized incoming and outgoing traffic. If a device tried to access restricted ports, then the firewall automatically denied the connection. This reduced the number of external attacks significantly.
Next, a proxy server was installed. In order to control internet usage, the proxy filtered websites and blocked access to dangerous or non-educational content. If a user attempted to visit a malicious website, then the proxy stopped the request before it reached the network.
Finally, the administrator deployed an Intrusion Detection System (IDS) and an Intrusion Prevention System (IPS). The IDS monitored network traffic and generated alerts if suspicious activity was detected. The IPS went one step further: if an attack was identified, then the system immediately blocked it.
As a result, the school network became faster, safer, and more reliable. This case study shows that in order to protect a network effectively, multiple security devices must work together.
	Term
	Greek Translation

	Network security
	Ασφάλεια δικτύου

	Firewall
	Τείχος προστασίας

	Proxy server
	Διακομιστής μεσολάβησης (Proxy)

	Intrusion Detection System (IDS)
	Σύστημα ανίχνευσης εισβολών

	Intrusion Prevention System (IPS)
	Σύστημα αποτροπής εισβολών

	Unauthorized access
	Μη εξουσιοδοτημένη πρόσβαση

	Network traffic
	Κίνηση δικτύου

	Malware
	Κακόβουλο λογισμικό

	Sensitive data
	Ευαίσθητα δεδομένα

	Attack
	Επίθεση

	Block
	Μπλοκάρω / Αποκλείω

	Monitor
	Παρακολουθώ

	Alert
	Ειδοποίηση

	Filter
	Φιλτράρω

	Port
	Θύρα

	Threat
	Απειλή


Exercise 1 – True or False
1. The school network had no security problems.
2. A firewall blocks unauthorized traffic.
3. A proxy server allows access to all websites.
4. An IDS can block attacks automatically.
5. Multiple security devices improve network protection.
Exercise 2 – Answer the Questions
1. Why did the IT administrator install security devices?
2. What happens if a user tries to access a malicious website?
3. What is the difference between IDS and IPS?
4. Why is it important to use more than one security device?
Exercise 3 – Match the Terms
Match the term with its function:
1. Firewall
2. Proxy server
3. IDS
4. IPS
a. Detects suspicious network activity
b. Blocks attacks automatically
c. Filters and controls internet access
d. Blocks unauthorized network traffic
Exercise 4 – Complete the Sentences
Use the correct vocabulary word.
1. If malware enters the network, then ______ data may be stolen.
2. A firewall blocks unauthorized ______.
3. The IDS sends an ______ when it detects an attack.
4. In order to control internet use, a ______ server is installed.
Language Focus – Cause and Effect
· If + present simple, then + present simple
· In order to + verb
1. If a network has no firewall, then __________.
2. In order to protect sensitive data, __________.
Wrap-Up Discussion
· Which security device is the most important and why?
· What would happen if an IDS was missing?
